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Abstract

Ransomware is a rapidly evolving cyber threat that exploits legitimate file-system operations,
process execution, and network communication to encrypt or exfiltrate organizational information.
This paper proposes a behavior-centric hybrid machine learning framework that combines gradient-
boosted decision trees with temporal sequence modeling to identify ransomware activity from short
windows of endpoint telemetry. The architecture integrates event collection, process-level
correlation, feature engineering, temporal classification, probability calibration, and risk-aware
alerting. Particular attention is given to preventing label leakage, evaluating unseen ransomware
families, and controlling false alarms under realistic workload shifts. An explicitly illustrative
numerical case study is provided to demonstrate the reporting protocol, including confusion
matrices, detection metrics, latency, and ablation analysis; the values are not claimed to be obtained
from an executed experiment. The proposed design offers a reproducible research blueprint for
subsequent empirical validation with safely collected benign and ransomware traces.
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1. Introduction

Ransomware is a class of malicious software designed to deny access to information or systems,
commonly through encryption and an accompanying extortion demand. Contemporary campaigns
may also steal data, interrupt recovery mechanisms, and pressure victims through disclosure threats.
These behaviors complicate the conventional view of ransomware as merely a cryptographic
program. Effective detection must therefore recognize an unfolding chain of actions rather than wait
for a ransom note or a known executable signature. For enterprises, universities, hospitals, and
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public agencies, the operational objective is to interrupt malicious activity early enough to reduce
irreversible file modifications while preserving legitimate workloads.

Traditional signature-based antimalware engines match known byte patterns, hashes, rules, or
previously observed indicators. They remain useful for recognized threats, but their performance can
decline when malware authors repackage binaries, modify execution chains, or deploy new variants.
Behavioral monitoring instead examines observable actions such as unusually rapid file rewrites,
mass renaming, changes in file entropy, access to shadow-copy facilities, process ancestry, and
bursts of suspicious API calls. A benign compression utility or backup client can also produce
unusual file activity, so individual signals are insufficient. Detection becomes a contextual
classification problem requiring joint analysis of process identity, event timing, operation frequency,
and the surrounding system state.

An important distinction is the difference between detecting ransomware after substantial encryption
has occurred and detecting the attack at an actionable early stage. A classifier evaluated on complete
execution traces may appear accurate while being operationally too slow. A practical system must
process short, overlapping windows and measure the time from first malicious activity to alert. The
percentage of files modified before intervention is another meaningful outcome. Both outcomes
depend on telemetry collection delays, feature computation, inference time, alert thresholds, and
endpoint response policy. Detection accuracy alone does not adequately represent protective utility.

Behavioral data arise from several sources. Endpoint sensors can record file create, open, write,
rename, and delete events; process creation and termination; parent-child process relationships;
registry modifications; command-line activity; and selected network connections. Kernel-level or
operating-system tracing can provide detailed visibility but may create computational and privacy
costs. Enterprise deployment therefore demands selective instrumentation, bounded event buffering,
and aggregation into interpretable process-window features. The collection layer should minimize
sensitive content capture by storing metadata rather than full document contents whenever feasible.

Machine learning offers mechanisms for learning patterns from high-dimensional behavioral
observations. Linear models provide transparent baselines and efficient inference but may struggle
with nonlinear interactions. Random forests and gradient-boosted trees learn complex feature
relationships from aggregated counts, rates, and statistical summaries. Recurrent networks, temporal
convolutional networks, and attention-based sequence models can learn event order and temporal
dependencies. Their relative utility depends on dataset size, sequence quality, available compute,
and the degree of behavior variation between ransomware families. A hybrid design is motivated by
the complementary strengths of structured-feature models and sequential learners.

The proposed framework uses two coordinated detection branches. A gradient-boosted tree model
receives aggregated behavioral features, including write intensity, rename rate, extension diversity,
process lineage attributes, and entropy change. A gated recurrent unit (GRU) receives a fixed-length
sequence of event embeddings and time-gap features. The outputs are calibrated and fused into a
single risk score. This combination allows the system to recognize both unusual aggregate intensity
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and characteristic ordering of events, while retaining a fast screening path for low-risk activity. The
fusion threshold is selected on validation data with explicit attention to false-positive constraints.

Class imbalance is a central challenge. In ordinary enterprise activity, benign processes vastly
outnumber ransomware executions. A model that predicts benign behavior nearly all the time can
exhibit high overall accuracy while missing rare attacks. Evaluation must consequently emphasize
recall, precision, Fl-score, area under the precision-recall curve, and false-positive rate at fixed
operating points. It should also report alert counts per endpoint-day, because even a seemingly small
false-positive rate can overwhelm analysts when millions of events are screened. Probability
calibration and threshold selection are therefore operationally relevant, not optional refinements.

Another challenge is generalization. Randomly splitting windows from the same executable across
training and testing can produce optimistic estimates because adjacent windows share event patterns
and execution context. Stronger validation separates ransomware families, executable hashes, hosts,
and time periods. This paper recommends a primary family-disjoint test set and a secondary
chronological holdout. Benign samples should include demanding workloads such as software
installation, backup, bulk document conversion, encryption utilities, and database maintenance.
These hard negatives are needed to distinguish malicious intent from ordinary high-volume activity.

Interpretability also matters. Security teams require evidence that an alert reflects a meaningful
behavior pattern, rather than an incidental artifact such as a file path or host identifier. Feature
attribution for the tree branch, event saliency for the sequence branch, and a concise timeline of
contributing operations can support analyst review. Explanations must not be mistaken for causal
proof, and the system should preserve raw supporting telemetry for authorized forensic
investigation. Privacy, auditability, and governance become especially important when the detector
monitors employee endpoints and institutional systems.

The contributions of this paper are fourfold: a process-centered behavioral representation; a
calibrated hybrid tree—sequence classifier; an evaluation protocol designed to reduce leakage and
quantify early detection; and an illustrative reporting example with numerical tables and graphics.
The numerical case study is deliberately marked as hypothetical because this manuscript does not
claim access to executed sandbox experiments or measured telemetry. The resulting paper should be
understood as a detailed proposed-method study and validation plan, rather than a completed
empirical demonstration of superiority. Future implementation and independently reproducible
experiments are necessary before the system can be recommended for production deployment.

2. Related Work
Early ransomware detection studies investigated file-system monitoring and the use of behavioral

heuristics to identify high-frequency file modifications and cryptographic activity. Such methods are
attractive because they observe consequences of execution without requiring access to malware
source code. However, threshold-only rules can misclassify legitimate backup, synchronization, and
bulk-processing applications. A further limitation is that a single rate threshold may be too sensitive
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for one endpoint and insufficiently sensitive for another. These observations motivate models that
combine multiple correlated signals and account for context.

Process behavior analysis offers a richer basis for classification. Studies examining process events
have shown the feasibility of distinguishing ransomware from benign software using runtime
activity rather than static identifiers. For example, the 2020 work “Detecting Ransomware Using
Process Behavior Analysis” considered ransomware, benign applications, and other malware
samples and highlighted the promise of process-centric analysis [1]. Nevertheless, results obtained
from relatively small collections can be vulnerable to family bias, sample-selection effects, and
uncertainty about performance on novel threats. Reproducible train-test separation is essential.

Static analysis remains a complementary technique. Portable executable headers, imported libraries,
strings, and byte-level characteristics can identify suspicious binaries before execution. These
signals are inexpensive to collect but may be obscured by packing, obfuscation, or dynamically
loaded code. Dynamic analysis observes execution behavior and is more directly aligned with
harmful file operations, yet sandbox traces can be incomplete when malware delays activation or
detects instrumentation. A hybrid endpoint system may use static information as auxiliary context
without making the dynamic classifier dependent on it.

Machine learning approaches based on decision trees, random forests, support vector machines, and
gradient boosting have been explored for malware and ransomware detection. Tree ensembles are
particularly useful for tabular telemetry because they model nonlinear interactions and tolerate
heterogeneous feature scales. Their weaknesses include sensitivity to training-distribution shifts and
inability to represent long event sequences unless temporal summaries are engineered. Strong
validation should therefore compare boosted trees against simple baselines under the same family-
disjoint partition, rather than treating a high score on a convenient random split as definitive.

Deep learning methods attempt to represent sequential behavior through recurrent neural networks,
temporal convolution, and attention mechanisms. Sequence models can distinguish a burst of
ordinary file activity from a progression that includes discovery, repeated file opens, write bursts,
renaming, and recovery interference. However, a sequence model can also overfit execution length,
instrumentation artifacts, or benign application identities. Its performance depends on event-token
design, truncation policy, temporal alignment, and the quality of labels attached to short windows.
Latency and memory consumption must be reported alongside classification metrics.

A comprehensive 2024 review of machine-learning-based ransomware detection emphasized the gap
between promising academic classifications and operational early-warning designs [2]. This
distinction is important because offline classification of completed traces does not demonstrate the
ability to stop an attack in progress. Evaluation must reflect how soon a detector makes a decision,
the proportion of affected files at that moment, and the overhead introduced by monitoring. These
measures are particularly significant on shared workstations, file servers, and resource-constrained
endpoints.

Alzahrani and colleagues surveyed ransomware detection methods published through 2025 and

classified machine-learning and non-machine-learning techniques while examining datasets and
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practical limitations [3]. Their synthesis underscores the breadth of operating-system and analysis
settings. A common difficulty in comparing studies is that dataset composition, family coverage,
class prevalence, and reported metrics vary substantially. Accuracy reported for one dataset cannot
be interpreted as directly superior to accuracy reported for another. The present proposal accordingly
emphasizes matched baselines and identical evaluation partitions.

Recent surveys have drawn attention to behavioral, pre-encryption, and hybrid detection, as well as
adversarial robustness and explainability [4]. A system that relies on a few prominent signals may be
evaded by slowing encryption, spreading operations across processes, or interleaving benign
activity. Defenders must test low-and-slow scenarios, delayed execution, and multi-process
coordination in authorized, isolated settings. The proposed framework uses short temporal windows
and process ancestry correlations, but it does not claim immunity to adversarial adaptation.
Robustness is an empirical question that requires explicit challenge sets.

Contemporary work has also explored pairing fast boosted classifiers with sequential models. A
2025 behavioral framework combining XGBoost and LSTM with threat intelligence illustrates the
practical appeal of multi-stage detection [5]. Such designs can reduce computational cost by
reserving expensive inference for ambiguous observations. Yet reported performance can be difficult
to reproduce without accessible code, exact feature definitions, sample identifiers, and a detailed
separation protocol. Our proposed architecture retains the two-branch principle while specifying
probability calibration, validation-only threshold tuning, and deployment-focused alert metrics.

RansomTrack, described in a 2026 preprint, combines static and dynamic behavioral evidence and
reports ensemble-based detection with interpretability [6]. It illustrates growing interest in
transparent and deployable hybrid systems. Preprint findings should be distinguished from
independently replicated evidence, and dataset novelty alone does not ensure representativeness of
enterprise workloads. The proposal in this paper prioritizes process-window labeling, family-disjoint
evaluation, and explicit measurement of detection timing to address several persistent comparability
challenges.

The literature also reveals important data-governance constraints. Ransomware samples are
hazardous and should be executed only within controlled research environments with containment
and authorization. Endpoint telemetry can expose filenames, user identities, and organizational
routines; consequently, datasets should be de-identified and retained according to a documented
policy. Cross-organization learning is promising but introduces distribution shift and privacy
challenges. Any claim that a model generalizes across enterprises should be based on host- or
organization-disjoint evaluation, not on a random mixture of records from the same source.

Taken together, prior work supports behavioral machine learning as a useful direction but does not
eliminate fundamental questions about early warning, false alarms, reproducibility, and deployment
cost. The specific research gap addressed here is the lack of a consistently specified, latency-aware
hybrid evaluation protocol connecting aggregated process statistics with event-order modeling and
risk-calibrated decisions. The proposed contribution is methodological: it defines the data pipeline,
equations, fusion mechanism, and evaluation outputs required to test the hypothesis that hybrid
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modeling improves detection under matched conditions. No empirical superiority is asserted without
a real experiment.

3. Proposed Methodology

3.1 Threat model and telemetry acquisition

The defender monitors authorized Windows or Linux endpoints. The adversary may launch
ransomware that rapidly or gradually modifies accessible files, potentially through multiple related
processes. The system observes metadata-level file, process, registry, and network events; it does not
assume access to decrypted payloads. Events are keyed by host, process, process ancestry, and
timestamp. A five-second sliding window with a two-second stride is proposed as an initial
configuration to be tuned experimentally. Collection failures, clock skew, and missing events are
recorded as quality indicators.

3.2 Feature extraction and preprocessing

For each process-window, features include write operations per second, rename-to-write ratio,
number of distinct file extensions, median bytes written, mean entropy delta where safely
measurable, number of unique directories touched, suspicious recovery-tool access, parent-process
risk, and network connection counts. Numerical values are clipped using training-set bounds and
standardized using training-only statistics. Categorical event types are embedded for the temporal
branch. Hostnames, user IDs, and absolute paths are excluded from predictive features to reduce
leakage and privacy risk.

3.3 Hybrid classification and equations
r_write=N_write / (At+¢) (1)

Here N_write is the count of write operations within a window, At is window duration in seconds,
and € is a small positive constant. This rate measures activity intensity independent of window
length.

H(X) = - Zi pi logz(pi) (2)

Shannon entropy H is calculated from byte-frequency probabilities p; in an authorized sample of file
content; entropy change is the difference between post-write and pre-write estimates. High entropy
alone is not evidence of ransomware.

p_tree =o(F_GB(x)) (3)

F GB(x) is the gradient-boosting logit computed from tabular feature vector x; o(z)=1/(1+e"(—z))
maps the score into a probability-like value before calibration.

hi= GRU(e, h1), p seq=o(w™h T+b) (4)

The GRU updates a hidden state using event embedding e and the previous hidden state. The last
state h_T summarizes temporal behavior, and a sigmoid classifier produces the sequence score.

p_fuse = a-Cal(p_tree) + (1—a))-Cal(p_seq) (5)
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Cal denotes validation-fitted probability calibration; a lies between zero and one and is selected on
validation data. Fusion balances aggregated and sequential evidence.

v=1[p fuse>1t] (6)

The decision threshold 7 is tuned on the validation partition to satisfy a target false-positive rate; the
test set is never used for threshold selection.

L =—(I/N)Zi[wryilog(pi)+wo(1—yi)log(1-p)] (7)

Weighted binary cross-entropy assigns class weights wi and wo to address imbalance. Training
weights must be estimated using training data only.

3.4 Detection workflow

Endpoint event collection

1

Process correlation and 5 s windows

)

Feature engineering + event embeddings

)

[ Boosted-tree model | GRU sequence model

)

Calibration and weighted score fusion

)

Threshold, alert and analyst evidence

Figure 1. Proposed behavior-driven hybrid ransomware detection pipeline.

3.5 Training and evaluation protocol

Samples should be collected only in an isolated, authorized sandbox and supplemented with
consented benign enterprise traces. Split by ransomware family and executable identity before
creating overlapping windows. Reserve training, validation, and held-out test partitions; a separate
chronological test assesses drift. Train logistic regression, random forest, boosted trees, GRU, and
the fused model under matched inputs. Tune all hyperparameters on validation data. Report five
random seeds, confidence intervals, class prevalence, PR-AUC, ROC-AUC, FPR, detection delay,
throughput, memory overhead, and the number of modified files at first alert. Investigate benign
hard negatives and missing telemetry. No live malware was executed for this manuscript.

4. Illustrative Results and Discussion

The numerical values in Tables 1-3 and Figures 2-3 are a constructed example showing how an
eventual experiment should be reported. They are not measurements from a real dataset, published
benchmark, or implemented prototype. The illustrative test cohort contains 2,000 windows (1,000
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ransomware-positive and 1,000 benign), an artificially balanced prevalence chosen only for
transparent arithmetic; operational prevalence would normally be substantially lower.

4.1 Numerical model comparison
Table 1. [llustrative (hypothetical) model comparison; latency is per-window inference time and
excludes event collection

Classifier Accuracy % | Precision % | Recall % | F1 % | Latency ms
Logistic regression 92.0 91.7 92.4 92.0 |55
Random forest 95.0 94.6 95.5 95.0 | 8.2
Gradient boosting 96.2 95.8 96.8 963 |74
GRU sequence model | 96.7 96.3 97.2 96.7 | 13.8
Proposed hybrid 97.8 97.5 98.1 97.8 | 16.5

Logistic regression - 920

Random forest | 95.0
Gradient boosting 1 96.3
GRU sequence mode 1 9.7
88 90 %2 9 % 98 100

Illustrative Fl-score (%)

Figure 2. Hypothetical F1-score comparison, based on the constructed values in Table 1.

In this illustrative comparison, the fused classifier yields the highest Fl-score, while logistic
regression has the lowest inference latency. The apparent improvement from 96.7% for the GRU to
97.8% for fusion is a design illustration, not an experimentally established gain. A real study should
assess whether the difference persists across independent families and whether the additional
computation is acceptable.

4.2 Confusion matrix and derived measures

Table 2. Illustrative confusion matrix for the proposed hybrid classifier (2,000 windows)

Actual / predicted Ransomware Benign
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Ransomware 981 (TP) 19 (FN)

Benign 25 (FP) 975 (TN)

From Table 2, accuracy=(981+975)/2000=97.8%; precision=981/(981+25)=97.51%;
recall=981/(981+19)=98.10%; F1=2x981/(2x9814+25+19)=97.80%;
specificity=975/(975+25)=97.50%; and FPR=25/(25+975)=2.50%. Table 1 uses the confusion-
matrix-consistent rounded precision of 97.5%. An FPR of 2.5% would be far too high for many
high-volume production environments, underscoring the need for threshold tuning at much lower
operating FPRs.

4.3 Ablation and early-warning trade-offs

Table 3. Hypothetical ablation values illustrating the contribution of score calibration

Configuration F1-score % Latency ms
Tree branch only 96.3 7.4
Sequence branch only 96.7 13.8
Uncalibrated fusion 97.1 15.9
Calibrated fusion 97.8 16.5

100

99 1

98 —_—

97 A

96

95 A

lllustrative recall (%)

94

93 4

92

25 50 75 10.0 125 15.0 175 200

Observation window (seconds)
Figure 3. Hypothetical recall versus observation window duration; larger windows may delay
intervention.

The hypothetical ablation suggests that combining calibrated branches may increase classification
performance, but the experiment must verify whether the gain exceeds statistical uncertainty. A
longer observation window can improve recognition by exposing more behavior while delaying
alerts and allowing more file modifications. Therefore, deployment should optimize a multi-
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objective criterion that balances recall, false-positive burden, inference latency, and time-to-
detection. The illustrative results do not support claims about zero-day performance, ransomware
prevention, or generalization to real enterprise networks.

5. Limitations and Reproducibility

The primary limitation is the absence of executed experiments; all numerical comparisons are
demonstrative. Further limitations include the need for diverse, legally obtained ransomware traces,
incomplete visibility on encrypted or cloud-hosted workloads, adversarial evasion, endpoint
overhead, and privacy constraints. A reproducible study should release feature definitions,
anonymized split identifiers, training configurations, seeds, threshold selection code, and evaluation
scripts wherever legally possible. Confidence intervals should be computed over independent runs or
independent ransomware families rather than over highly correlated windows.

6. Conclusion

This paper developed a detailed methodology for intelligent ransomware detection through
behavioral analytics and hybrid machine learning. The proposed architecture fuses a gradient-
boosted classifier operating on aggregated process features with a GRU model operating on event

sequences. Calibration, family-disjoint testing, short-window inference, and false-positive-aware
threshold selection are integral to the design. The constructed numerical tables and graphs illustrate
how model comparisons, confusion matrices, and ablation studies should be reported, but they do
not constitute empirical evidence of performance. The central research finding at this stage is
methodological: reliable ransomware detection research must evaluate early-warning utility and
cross-family generalization rather than classification accuracy alone. Future work will implement the
pipeline, evaluate it on authorized multi-family traces and realistic benign workloads, quantify the
proportion of files modified before alert, and test drift, adversarial resilience, and operational
overhead.
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